Tor
&

Avwvonia oto Internet







Eloaywyn
Aoyokplola
To dixtvo Tor

Xpnon
Demo

[Twc va Pondnoete




Ao @aAsic VS AVWVDMEC
ETLKOLVWVLEC

AEN s(val to idLo!

YndpyeL avaykKn yla ypnon Kot Twv 600
TavToxpova!




AvTiotaon ot
AvaAuon Kivhonc!

ATTOKAEICHEVOI
XPNOTEC

KuBepvNOEIC

A

<+— Avwvudia —»

[TpocBaciyornral

ETIXEIPACEIC

AIKTUOKR ao@aAeial

|01wTIKOTNTA! |OIWTEC




s Tor: c0OTNUOA TTOV EMLTPEMEL TNV AVWVLN EMKOWVWVIN OTO
Internet ypnowuonowwvtac onion routing

s Mpwtn avakoivwon: 20/09/2002 - “Tor: The Second-
Generation Onion router” - 130 Usenix

s Roger Dingledine, Nick Mathewson and Paul Syverson

s Apxkol Xopnyot: 2002-2003: US Naval Research
Laboratory, 2004+: EFF

s 2006: MKO pe €dpa ApepLKA

s Twplvol yopnyot:

s Opyaviopoi: Broadcasting Board of Governors, Swedish
International Development Cooperation Agency, Naval Research,
EFF, Google, Human Rights Watch, DARPA ,

s XPNOTEC




s US Dept. Defense + EFF; MNMwc¢ yivetat ;

s To blkTvo dev Eexwptlel Touc ypnotec! OAol (ool!

s O KoBEvac ypnoluotolel To 6IKTLO YL dLKOLC TOV
okormouc!

s TTolKLALD XpnoTwv: MOAD onUavTLKr o€ £va anonymity
network

s Tl ;
s H eAevOepia 6ev mpénel va Oewpeitar bedopévn

s Opyoviopol oV evdlapEpovTaL yia avbpwva
OlKaLlWUATO o€ OAO TO KOOMO BonBolv to Tor WOoTE VA
KOPOTOOV €O ME KOOUO OE KOTATILEOUEVEC YWPEC.




s Avoly T npoTtumnonoinon

s AKodnuaikn €pevva (MabnuaTIKA LOVTEAQ,
QOQPAAELD, OVWVLHLK, EMBECELC, KTA)

s Open Source, MoAAaNAEC bAomtownoeLlc (C, Java,
KTA) Tor clients

s AlaonuoTtepo: Tor - torproject.org
s Kwdikac: https://gitweb.torproject.org/tor.qgit
s [TOAD HEYAAN CLUPUETOYN TNC KOWOTNTOC

s 20 developers enl TANPWUA + £0€AOVTEC
s 2011: FSF Award: Project of Social Benefit



https://torproject.org/
https://gitweb.torproject.org/

«XprioTeC yla AdyouC  cActuvouia/Nopoc
1Ol TIKOTNTOC *AKTIBLOTEC/

2 TPATLWTIKOL whistleblowers
«Anuoaloypdeot *EpeuvnTEC
«AKadnuaikol *EmiyeLpNOoELC

Ornoloc GAAOC TO £XEL AVAYKN

YLO TTOALTLKOUC, BpNOKEVLTIKOUC, KTA AOyouc ©
s Meyeon:
s ~3000 evepyol “relay” kéuBot

s ~400.000 evepyol YpAOTEC
s ~12Gbps




Number of relays in all countries
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The Tor Project - https://metrics.torproject.org/




Directly connecting users from all countries
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s \oyokplola: ‘EAEyY0ocC TOL AOYOUL Kal AAAWVY HOPPWV
avOpwWTILVNG EKQPATNC

s Kpatn neplopiCouvv tnv npocfacn o€ dIKTLAKOOC KOUBOoLC
VL0 TIOALTLKOOC, BpNOKELTLKOOC, OLKOVOULKOUC, K.al AGYOUC

s MoAD 1o ovyvn and 0co voullovpe (EPELC TNC “TIOALTIONEVNC
Avonc”)

s Eninedo Aoyokplotac ywpwv:

6 Meyalo: Bahrain, Belarus, Burma, Cuba, Iran, North Korea, Saudi Arabia,
Syria, Turkmenistan, Uzbekistan, Vietnam

6 Meoaio: Australia, Egypt, France, India, Kazakhstan, Malaysia, Russia, South
Korea, Sri Lanka, Thailand, Tunisia, Turkey, United Arab Emirates

Mnyn: http://march12.rsf.org/i/Report Enemiesofthelnternet 2012.pdf
s Meploplopdc otnv tayotTnta == AoyokpLota!



http://march12.rsf.org/i/Report_EnemiesoftheInternet_2012.pdf
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Meplka napadelypata

Kiva...

loav + SSL = ¢ (SSL Blocking + SSL Throttling)
ITaAla: bookmakers, The pirate Bay

M. Bpetavia: T-Mobile, Vodafone block TPB

N. Kopéa: block sites oxet. ue porn + B.Kopéa(!?)

2€ APKETEC APOBLKEC YWPEC OMAYOPEVOVTAL TIOALTLKA
Kol porn sites.

HIMA: T-mobile Webguard
EANGOQ: 4658/2012 (ellinadiko.com/music-bazaar.com)




[MapakoAo0ONON MayKOOULOC AoyokpLotac

s OpenNet Initiative

s ETAOLEC EMBEWPNOTELC
s XAPTEC
s Anuoaloypagol Ywpic 2ovopa (RWB)
s EpyoAceia:
s Censorsweeper (buggy)
s Open Observatory of Network Interference (OONI)
s Glasnost

metrics.torproject.org (Anomaly-based censorship-
detection system for Tor - George Danezis)



http://opennet.net/
http://www.rsf.org/
https://censorsweeper.appspot.com/
https://ooni.nu/
https://metrics.torproject.org/

Mriopel va vikNBEL N Aoyokploia ?
s “When politics fail; technology comes in”
s ApkoOv Ta (single hop) Proxies/VPNs ?

s Aev €lval 0oQaAn!

s O0TE AMOTEAEOUATLKA...

s XpelaleTal £va KATAVERNMUEVO CLOTNUO OV TOV
KOOUO Tov va unv (umopel va) elvat utd Tov €AEYYO0
Kavevoc — Tor!




Bonus!
Single Hop Proxy
s Aev @TAvel eva VPN A €va proxy ; OXI
s Single Hop Proxy == Single point of Failure

s TLylveTaL av o dlayxetpltotnc tov VPN/proxy KOuBou
apyloel va napepBaivel otnv Kivnon ;

s TLYIVETOL OV O OLYKEKPLUEVOC KOUPBOC “TTETEL” 1 YIVEL
block and kamnolov ;

s [Towol Kal mooolL dlayelploTtéC Twv proxies/VPNs £youv
npoofacn ota dedopEva TwWY XPNOTWY ;




Avtaywvloudc eEonAlopwy / Arms Race

s Kpdtn umAokdapouv to http://torproject.org = Anuiovpyla
Tou gettor (armooTtoAr} email: gettor @ torproject.org)

s Anuootec IP Ttwv relays » Kpdtn umopouv va UmAoKadpouv
TIC IPs Twv relays (Kiva)

s Tor Bridges: Tor relays pe un-dnuootec IP, ypnoTec
uaBaivouv IPs and to http://bridges.torproject.org - Kpatn
naBaivovv ta bridges (botnets !?) kKot Ta UMAOKAPOLY KOl
autd (Kiva) = Xpnotec dnuwovpyoLy “OlwTiKa”/non-
shared bridges kot ta potpdlovtal HETAED TOUC

Kpdatn k6Bouv to HTTPS/SSL (Ipdv) — obfsproxy (pluggable
transports) - traffic transformation



http://torproject.org/
http://bridges.torproject.org/

Directly connecting users from China
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The Tor Project - https://metrics.torproject.org/




Bridge users from China
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The Tor Project - https://metrics.torproject.org/




Directly connecting users from lran
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The Tor Project - https://metrics.torproject.org/




Bridge users from lran
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Directly connecting users from Egypt
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The Tor Project - https://metrics.torproject.org/




Directly connecting users from Libya
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The Tor Project - https://metrics.torproject.org/




Directly connecting users from the Syrian Arab Republic

[ I
2011 2012

The Tor Project - https://metrics.torproject.org/




Directly connecting users from Kazakhstan
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The Tor Project - https://metrics.torproject.org/




Bridge users from Kazakhstan

| [ |
2010 2011 2012

The Tor Project - https://metrics.torproject.org/




Directly connecting users from Germany
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The Tor Project - https://metrics.torproject.org/




s P2P 8(KTLO EMKEVTPWHEVO OTNY aAvWVLULQ,
LOLWTLKOTNTO KAl TNV “aopaAELn”

s Avwvouia oe TCP ocuvbéoeLc.

s Tor relays:

3000+ nodes o€ OAO TO KOOUO

Onion routers - MoAveninedn (multi-layered)
KPUTITOYPA®NON

Perfect Forward Secrecy!

OL IP dLevBoOvoelc touc elval dnuooiec!

2TEAVOLY TO oTOoLXElo TOLC ota “Directory
authorities”




s Tor Nodes:

s Tor Relays

6 Guard nodes - MNpwTto¢ KOuPBoc €10ddov oTo dikTLO
¢ Middle nodes
¢ Exit nodes - Ta péva mov Byalouvv kivnon mpoc¢ To Kavovikd Internet

s Bridges: un-dnuéoa/kpued relays

¢ https://bridges.torproject.org

¢ Email: bridges @ torproject.org (yahoo, gmail)
s Directory Authorities

s MeAdtec/Clients

s Aev vmapyovv logins, KWdLKOL, XpEWOTELC, KOOTN



https://bridges.torproject.org/

Bonus!
Guard Nodes

s Av Kamolo¢ eAEyyel C and ta N ouvoAlkd nodes, TOTE
vniapyeL mBavotnta (C/N)”™2 va propel va
napoakoAovBel Tnv Kivnon €voc client

s Av ylveTal aAAayn entry node cuveyela n mbavoTnTA
o attacker va det (kamowa) kivnon teivel oto 1

s Apa ypnon 3 otaBepwv Guard Nodes KaBe gopd. Av
KATOLOC TIEOEL, TPOOTIBETAL OTNV AloTA £€vOC VEOC. AV
OEV LITAPYOLY TOLAGYLOTOV 2 HEV YIVETOL OLVOEDN OGTO
oiktvo Tor




Bonus!

Directory Authorities

s Malebovv Anpogopiec yia ta relays

s AnogaciCouv mold relays touv dLkTOOL €lvat MPOCRACLUA Kal
“aopaAn” Kat dnuiovpyovyv To “consensus” (UTP: ovvaiveon)

r barbastrumf A37UTGfbSAMT8LMr0zGQx9BHTOg AOJoyabcdefZzrbUOY4tjE 2012-05-11 10:42:18 1.2.3.5

443 0
s Fast Running Stable Unnamed Valid

v Tor 0.2.3.11-alpha
w Bandwidth=11230
p accept 22,53,1194,5222-5223,8333

s NeAatec/Clients
s KateBalovv TO consensus

s Arnogpaaotlouv mola relays 8a YpnoLUOTOLNTOLY
s OTlayvouv KOKAw (circuit) pe ta emAEyueva relays




Onion Routing
s TeYVKA OpopoAdyNoNC yLol VWYL ETILKOWVYWYIX

s Public-key crypto —» AlatApnon TauToTNTAC
dpouoAoynti

s Multi-layered encryption - Anoguyr} 6LappoNnc
nAnpoogoptlac (Single layered encryption ==
Single point of Failure)

Tor

s Xpnowuorolel 3-hop circuits




E) How Tor Works

Alice
M- .
S —r
T '

R

Alice's Tor client

picks a random path to
destination server. Green

links are encrypted, red
links are in the clear.

« « g Unencrypted link
—pp oncrypted link




Tor avoids the single hop paradigm;
This is Privacy by Design!







s Avwvupa TCP services

s HTTP, IRC, k.a
s E10IKEC “.onion” dieuBuvoeig: http://idnxcnkne4qt76tg.onion/

s XpNOIUOTTOIEI
s Rendezvous points
s Introduction points

“It's complicated”

[leploocOTEPQ OTO:
https://www.torproject.org/docs/hidden-services.html.en



https://www.torproject.org/docs/hidden-services.html.en

s Socks Server 1nov nepvacl tTnv Kivnon oto diktvo Tor

s TorBrowserBundle

¢ Vidalia: F'pa@wko interface duaxeipionc Tor node

s NoakeETo Firefox pe €101K& patches Kot extensions oXeTIKA UE
LOlWTIKOTNTA

s ForButten (ExeL KatapynOel —» dlappon nAnpogopiac!)

s Xprion AAAwWY TPOYPAUUATWY WE Tor
s Socks support -» KatdAAnAec pvBuioelc socks port
6 torify “command”
s Mpoooyn oc mBava Proxy/DNS Leaks!
4 Unity drag-n-drop leak
s Websockets
4 Pidgin filetransfer proxy bypass




AAAQ IPOYPAUMO T
s Torbutton for Thunderbird (torbutton-birdy)

s NOKLUEC XPNoNC
s Tor IM Browser Bundle

s Temp. discontinued (Pidgin DNS leaks)




Hidden Services

s 20vdeoN XPNOLUOTIOLWVTAC .onion SLELBVVOELC
nttp://idnxcnknedqt76tg.onion/ - Torproject
nttp://392upldpgbkufcdm.onion/ - DuckDuckGo
nttp://duskgytldkxiugc6.onion/ - Example
nttp://izrhvy5nxc6ody5x.onion/ - AnonPad
nttp://leakager742hufco.onion/ - Cable Viewer (wikileaks)
s XPNOELG:

s 1dlwTEC: dnuoaloypagol, dlknyopol, akTLRLOTEC,
whistleblowers, bloggers

s Opyaviopol: wikileaks, indymedia
s “Deep web”



http://idnxcnkne4qt76tg.onion/
http://3g2upl4pq6kufc4m.onion/
http://duskgytldkxiuqc6.onion/
http://izrhvy5nxc6ody5x.onion/
http://leakager742hufco.onion/
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(Redirected from How to Exit the M atrix)

Privacy and anonymity have been poop to the point of non-existence in recent years. Qur personal, private information is stockpiled

and sold & to the highest bidder like so much inventory at a warehouse. Mational Security Letters & are written to make countless @&
requests for records from our search engines. libraries, and book stores & with no court oversight. Email & and especially searchable
data & is practically unprotected from anyvone who might ask to hawve it. all our electronic communications are tapped . Massive
gowvernmental data mining schermes & are being built to record everything we publish on the web. In many workplaces, employers spy on
and control their employees' Internet access, and this practice is widely considered to be acceptable.

These are dark times. The Fourth Amendment has all but disappeared. thanks to the Wars on Drugs. Porn, and Terror. Any practicing trial
lawwer will tell vou that wvou can no longer rely on unreasonable search to be the basis for excluding evidence. especially for digital
evidence @@ in the hands of a third party&. Likewise the First Amendment has been shredded with exceptions & and provisos &9, and is
only truly awvailable to those with the money to fight costly (and usually frivolous &) court battles against large corporations. In short, yvou
can say what vou want so long as it doesn't affect corporate profits &2.

How we got to a legal state where this all this activity is the accepted norm. I'm not guite sure. It seems to stem frorm an underlying
assumption that our function at work and at home is that of a diligent slawe - a single unit of economic output under the direct watch
and total control of our superiors at all times; that we should accept this surveillance because we should hawve nothing to hide from our
benevolent overlords who are watching us merely to protect us from ewil.

I beliewe this view is wrong. Moreower, | believe it is time to reverse the tide. This document seeks to provide the means to protect your
right to privacy. freedom of speech. and anonymous net access even under the most draconian of conditions - including. but not limited
to, both private and criminal investigation (which happens far more often to innocent people than one might like to think). "So what are
vou saying? That | can dodge bullets? "Mo.. what | am trying to tell you is that when you're ready, you won't hawe to."

Contents [hide]

1 Document Organization

2 Where to find this Document
32 License

4 Credits

5 Feedback and Assistance

welcome to the first day of the rest of yvour life.

Document Organization [edit]

This docurment is organized into seven chapters. The first chapter is an introductory philosophical discussion. and the next six are based
on the six main ways yvou can leak information about who yvou are onto your network connection, or to an attentive individual.
1. The Matrix
A discussion of what the Matrix is, how it functions, and how to resist and subwert it. This forms the philoesophical
underpinnings of this HOWTO and the driving force behind the author's motivation to work ceaselessly on this docurment for
owver a year, and then proceed to give it away for free. Mot required reading. but strongly recommended.
2. Metwork Attributes of vour computer

This includes yvour network hardware (MaC) address, yvour IP address, and your 802.11 nickname. This section describes ways
of obfuscating each of these attributes, as well as yvour network data itself.



AAAoL TpdmoL Ypnonc

s TAILS (The Amnesic Incognito Live System)

s LiveCD ue (dLaitepo evdLAQEPOV OYETIKA UE TNV
LOWWTIKOTNTA / AOPAAELD

s EpyaAeia Tor ywa Android

s Orbot = Tor app
s Orweb - Browser e Tor




Get It, use it!
s KateBdote to Tor Browser Bundle!

s TPEETE TO .exe 1 anMoCoLUTILEDSTE TO .tar.gz

s TpéEte to “Start Tor Browser”



https://www.torproject.org/download/download-easy.html.en

48 Tor Browser

6©v| . = Administrator ~ Downloads - Tor Browser - o m” e

Organize [Jpen Share with +  Mew folder

I Favorites ot 2 | Date modified | Type

Bl Desktop | App FLERMINAT T 1R Fil= frldar
4t Downloads | Data ¢ Vidalia Control Panel

T |
j=| Recent Places e

S s | FirefoxPortable
el -
| Documents - Start Tor Browser é Connected to the Tor network!

J? Music

[ Pictures

B videos
i 0@

1M Computer Stop Tor g Setup Relaying

Gh Metwork
View the Metwark Use a Mew Identity

EE, Bandwnidth Graph () Help € About
|| Message Log 2 settings fugExit

¥ Show this window on startup Hide

—Status

—Vidalia Shortouts

Start Tor Browser Date modified: 23/5/2012 7:18 pp Date created: 30/5/2012 1:12 np
Application Size: 33,0 KB




ﬂ Tor Browser

|é©v | T e e - ml I Search Tor Browser

i

Cir =
=
= | R LF 299
e oy E o
. N D - B | e
4

General Metwork | Sharing Services Appearance Advanced Help

T

L

{~ Run as a dient only
= Relay traffic inside the Tor network (non-exit relay)
= Relay traffic for the Tor network (exit relay)

% Help censored users reach the Tor network  What's this?

Basic Settings  Bandwidth Limits | Exit Polices |

For Internet connections with fast download speed but slow upload, please list your upload speed here.

|> 1.5 Mbps | @.l

Let others access your bridge by giving them this line:
IY-:uur bridge relay is not running. |

v Automatically distribute my bridge address Who has used my bridge?




% ol 299 S
X D El | ©

General Metwork | Sharing Services Appearance Advanced Help

{~ Run as a dient only

= Relay traffic inside the Tor network {non-exit relay)

* Relay traffic for the Tor network (exit relay)

{~ Help censored users reach the Tor network  What's this?

Basic Settings Bandwidth Limits Exit Polides |

What Internet resources should users be able to access from
your relay?

v websites ¥ Instant Messaging {IM)
[+ secure Websites (S5L) ¥ Internet Relay Chat (IRC)

¥ Retrieve Mail (POF, IMAP) W Misc Other Services

Tor wil still block some outgoing mail and file sharing applications by default to reduce spam and other abuse.




General | Metwork Sharing  Services  Appearance

[T Iuse aproxy to access the Internet
[~ My firewall only lets me connect to certain ports
¥ My I5P blocks connections to the Tor network

—Bridge Settings
Add a Bridge:

—

' Downloading Bridges

@ Starting HTTPS bridge request. ..
| HEIog

Find Bridges Maow | How else can I find bridges?




=100 x|

{1 Are you using Tor? I 4+ l

= @ Ei :: torproject.org | https: //chedk. torpreject.org/?lang =en-USs&small= 12uptodate =1 g [y | |m ~ Startpage }}| i | n* E*

Congratulations. Your browser is configured to use Tor.

Dlease refer to the Tor website for fimther information about using Tor safely. You are now free to browse the Internet anonymously.

Your IP address appears to be: 173.254.216.69
¢ Vidalia Control Panel i ] |

E im al=mo availabhle in the following lanquages:
—Status

b (Ellinika)} English espafiol Estonian ,,w;Li [(Fir=i} =uomi francai=s Italiano BH#SE (Nihongod

do Bra=il romana Pyr:r:nmi [(Bus=skij} Thai Tirkge yrpaimceoma (ukrajins"ka)}l Vietnamese ‘*‘K[Fﬁ}
é Connected to the Tor network!

—Vidalia Shortouts

09

Stop Tor r Setup Relaying

E ==
@ View the Network z Use a Mew Identity

B, Bandwidth Graph (@) Help €D About
El Message Log K Settings ﬁ Exit

¥ Show this window on startup




s XpAon Tor != anoAvTtn ao@aAELQ

s Plaintext over Tor == Plaintext (oto exit node)
s Human-layer leaks (my social media logins!)

s To Tor apAveL amoTLNWUOTA 0TO diKTULO

s Mnopel va evtomoTel N Xprion Tov aAAQ 0L TO
MEPLEXOUEVO TNC EMKOLVWVIAC

s ALa@opeTIKO threat model yia kKaBe xpnotn ==
OLOPOPETLKN Xpon Tou tor yia Tov Kabéva

s MpEMeL va EEPELC amd TL BEAELC/TPETEL VO
MPOOTATEVTE(C!




https://www.eff.org/pages/tor-and-https



https://www.eff.org/pages/tor-and-https

Demo time!




Carn Felp frotect

Frecdom Of Speech




MAnBuopsg: 10,787,690

Number of relays in Greece

I I
2011 2012

The Tor Project - https://metrics.torproject.org/




NARBuopAC: 9,495,113

Number of relays in Sweden

I I
2011 2012

The Tor Project - https://metrics.torproject.org/




s Tpe€te eva Relay / Bridge / Exit node!

s YOnapyet OuvaTtoOTnTA Y10 IIEPLOPLOOVC OE
bandwidth rate / 0yko 6ebopevwv

s 'Epevva oYETIKA 1€ KpLIITOypa@ia / p2p
OlKTLA / CVwPLIL / K.Q
s 'payte Kwbika! Open Source!
s C, Java, HTML, js, K.«
s BonONnote 0TIC PETAPPAOELC

s torproject on transifex



https://www.transifex.net/projects/p/torproject/language/el/

s https://www.torproject.org/eff/tor-legal-fag.html
s https://www.torproject.org/docs/fag-abuse

s Tips for Running an Exit Node with Minimal Harassment



https://www.torproject.org/eff/tor-legal-faq.html
https://www.torproject.org/docs/faq-abuse
https://blog.torproject.org/blog/tips-running-exit-node-minimal-harassment

Evyapiotiec

s Oool £oterhap WOéeC

s Oool emxowwvnoap pali pov ywa va
BonOnoovvw :)

s EFF
s Torproject.org




Sites to visit

s Torproject.org
s hackerspace.gr
s din.gr

s The Hidden Wiki (¢...ppette 10...)




AlaywV10N0C

Tor Relay/Bridge > 1Mbit yia TovAayiotov 15uEpec uptime
1
Tor exit node > 512Kbit yia TovAdyrotov 15pEpec uptime
1
Metagpaon tov “The Short User Manual”

>1etAte (Movo) Ta (amapaitnta) otoyeia oto kargig [at] void [dot] gr

[Ipopavwc Kpurtoypagnuéva pe GPG ©

O nmpwtoc mov Ba Kavetl 6Aa ta Pripata kKepdiler Eva T-Shirt tov EFF




Epwtnoeig / Xulntnon




	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21
	Slide 22
	Slide 23
	Slide 24
	Slide 25
	Slide 26
	Slide 27
	Slide 28
	Slide 29
	Slide 30
	Slide 31
	Slide 32
	Slide 33
	Slide 34
	Slide 35
	Slide 36
	Slide 37
	Slide 38
	Slide 39
	Slide 40
	Slide 41
	Slide 42
	Slide 43
	Slide 44
	Slide 45
	Slide 46
	Slide 47
	Slide 48
	Slide 49
	Slide 50
	Slide 51
	Slide 52
	Slide 53
	Slide 54
	Slide 55
	Slide 56
	Slide 57
	Slide 58
	Slide 59
	Slide 60
	Slide 61

